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RESEARCH FIELDS OF INTEREST
e Formal Description Techniques of Concurrent Systems
e Formal Modeling and Verification of Real-Time and Probabilistic Systems
e Foundations of Security Analysis and Design

e Systems Biology

RESEARCH ACTIVITY

While some system properties can be studied in a non-timed and non-probabilistic
setting, others, such as quantitative security properties, system performance and
reliability properties, require a timed and probabilistic description of the system.
My research activity focused on methods for formal modeling and specification
of probabilistic timed systems, and on algorithms for the automated verification
of their properties. The models considered describe the behavior of a system in
terms of time and probability, and the formal specification languages used are
based on extensions of timed automata, Markov decision processes and proba-
bilistic replacement rules.

These techniques are applied in two main fields: (1) Security Analysis and
(2) Systems Biology.

Security Analysis:

In multilevel systems it is important to avoid unwanted indirect information flow
from higher levels to lower levels, namely the so called covert channels. Initial
studies of information flow analysis were performed by abstracting away from
time and probability. It is already known that systems that are considered to
be secure may turn out to be insecure when time or probability are considered.
Recently, work has been done in order to consider also aspects either of time or
of probability, but not both.

In [C2, T2] a concept of weak bisimulation for Probabilistic Timed Automata
is given, together with an algorithm to decide it. This model is used for describ-
ing and analyzing a probabilistic nonrepudiation protocol in a timed setting.

In [C6, C12] a general framework is proposed, which is based on Probabilistic
Timed Automata, where both probabilistic and timing covert channels can be
studied. A Non-Interference security property and a Non Deducibility on Com-
position security property are defined. They allow expressing information flow
in a timed and probabilistic setting, and they can be compared with analogous
properties defined in settings where either time or probability or none of them
are taken into account. This permits a classification of the properties depending
on their discerning power.

In [C1, C3, C11, T1] the assumption of perfect cryptography is relaxed and
a new probabilistic equivalence of messages exchanged in a communication pro-
tocol is introduced. The methodology takes to the definition of a probabilistic
notion of secrecy.



In [C5] a probabilistic model is defined for the analysis of a Non-Repudiation
protocol which guarantees fairness without resorting to a trusted third party,
by means of a probabilistic algorithm. The PRISM model checker is used for
estimating the probability for a malicious user to break the non-repudiation
property.

The NRL Pump protocol defines a multilevel secure component whose goal
is to minimize leaks of information from high level systems to lower level sys-
tems, without degrading average time performances. In [C4, C10] a probabilis-
tic model for the NRL Pump is defined and the FHP-murf probabilistic model
checker is used to estimate the capacity of a probabilistic covert channel in the
NRL Pump.

In [J3, C7] a model of Parametric Probabilistic Transition Systems is devel-
oped, where probabilities associated with transitions may be parameters. Tech-
niques are proposed to find instances of parameters that satisfy a given property
and instances that either maximize or minimize the probability of reaching a
certain state.

Systems of Data Management Timed Automata (SDMTAs) are networks of
communicating timed automata with structures to store messages and functions
to manipulate them. In [C14] the decidability of reachability for SDMTAs is
proved. As an application, the Yahalom protocol is modeled and analyzed.

In [C19] a probabilistic extension of the Applied Pi-calculus is proposed.
Such an extension, whose semantics is defined via Segala’s Probabilistic Au-
tomata, allows to deal with probabilistic and nondeterministic choice operators,
and to model cryptographic primitives through equational teories. Applications
to the analysis of security protcols are immediate.

Systems Biology:

In the last few years people became aware that biological processes can be
described using means originally developed by computer scientists to model
systems of interacting components. This permits simulation of system behaviour
and verification of properties. Among the many formalisms that have been
applied to biology there are, for instance, Petri Nets, Hybrid Systems, the Pi—
calculus and other process algebras (BioAmbients, Brane Calculi, BioPEPA,
etc.) and rewriting techniques (k—calculus, P-Systems, CLS, etc.). Some of these
new formalisms have been proposed to describe biomolecular and membrane
interactions and some models based on probabilities have been successfully used
to develop simulators for biochemical systems.

In [J1, C9, C13] a probabilistic calculus for biomolecular interaction (in par-
ticular for enzymatic activity) is introduced. The calculus is based on a set of
rewrite rules whose application depends on a probability. As an alternative to
GillespieSs one, an interpretation algorithm and a formal semantics are given
for the calculus, and their compatibility is proven. A prototype implementa-
tion of the interpreter for the calculus is developed, which permits to follow the
evolution of a biomolecular system. The formal semantics, given as a transition
system, permits to verify properties of a system by model checking.

In [J2, C15] a new calculus (CLS) is introduced, which is suitable to describe
microbiological systems and their evolution. The calculus is used to model
interactions among bacteria and bacteriophage viruses, and to reason on their
properties.



In [J4, C17] a labelled semantics for CLS is introduced in order to define
notions of strong and weak bisimulations for CLS. It is proved that this kind of
bisimulations are congruences.

In [J5] a stochastic extension of CLS is defined and used to perform quanti-
tative simulations of cellular pathways.
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RESEARCH PROJECTS

2003 MEFISTO: Metodi formali per la sicurezza e il tempo. MIUR,

2005-2006 AIDA: Abstract Interpretation Design and Applications. MIUR

2005-2009 Automata: from Mathematics to Applications (AutoMathA).
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2004,/2005 Teaching assistant of the course Metodologie di Program-
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Universita di Pisa

2007/2008 Teacher of the course Informatica II. Corso di Laurea in
Ottica ed Optometria, Facolta di S.M.F.N., Universita di
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Strategiche e delle Comunicazioni, Interfacolta in Scienze
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Corso di Laurea in Informatica, Facolta di S.M.F.N., Uni-
versita di Torino.

Teacher of the course Informatica II. Corso di Laurea in
Ottica ed Optometria, Facolta di S.M.F.N., Universita di
Torino

REVIEWING ACTIVITY

Workshops and Conferences

European Symposium on Programming (ESOP), IEEE Computer Security Foun-
dations Symposium (CSF), International Workshop on Constructive Methods
for Parallel Programming (CMPP), IEEE International Computer Software and
Applications Conference (COMPSAC), IEEE Symposium on Logic in Computer
Science (LICS), International Workshop on Practical Applications of Stochastic
Modelling (PASM), International Workshop on Views On Designing Complex
Architectures (VODCA), International Workshop on Security Issues with Petri
Nets and other Computational Models (WISP), International Static Analysis
Symposium (SAS), International ACM Conference on Computer and Commu-
nications Security (CCS), International IEEE Computer Security Foundations
Workshop (CSFW), International Colloquium on Automata, Languages and



Programming (ICALP), International Symposium on Fundamentals of Com-
putation Theory (FCT), International Conference on Foundations of Software
Science and Computation Structures (FOSSACS), ACM Symposium on Applied
Computing (SAC), International Conference on Software Engineering Research,
Management and Applications (SERA), International Workshop on Web Ser-
vices and Formal Methods (WS-FM), International Conference on Concurrency
Theory (CONCUR), International Workshop on Quantitative Aspects of Pro-
gramming Languages (QAPL), International Conference on Quantitative Evalu-
ation of SysTems (QEST), International Symposium on Ubiquitous Computing
Systems (UCS), International Conference on Verification, Model Checking and
Abstract Interpretation (VMCATI), Workshop on Issues in the Theory of Secu-
rity (WITS), Foundations of Computer Security and Automated Reasoning for
Security Protocol Analysis (FCS-ARSPA), International Symposium on Math-
ematical Foundations of Computer Science (MFCS), From Biology To Concur-
rency and back (FBTC)

Journals
Information Processing Letters, Fundamenta Informaticae, Mathematical Struc-

tures in Computer Science, Theoretical Computer Science, Journal of Universal
Computer Science, Journal of Systems and Software
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LConsapevole degli effetti penali per dichiarazioni mendaci, falsita in atti ed uso di atti falsi
al sensi dell’art. 76 del DPR 445/2000, sotto la propria responsabilita dichiara la veridicita
di quanto riportato nel presente curriculum.
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